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UNIT-1V
1.Synchronization

A coit -onting nracess is one that can affect or be affected by other processes executing in the
system. Cooperating processes can either directly share a logical address space (that is. both code
and data) or be qllowed to share data only thlouuh fileg or messages.

Concuuent access to shared data may result in data inconsistency. Maintaining data consistency
requires mechanisms to ensure the orderly execution of cooperating processes. A Shared-memory
solution to bounded-butter problem allows at most 7 — 1 items in buffer at the same time. A

solution, where all N buffers are used is not simple. Suppose that we modify the producsr-consume_r

___09§§,b_y_ adding a _variable counter; initialized to 0 and 1 11101 emented each time-a hew item is added to .- —

the buffer.

The code tor the producer process can be modified as follows:
: while (true) {

/* produce an item in next produced */
while (counter == BUFEER SIZE)
o - [* domothing ¥/
buffer[in] = next pl-oﬁluced;
~in = (in+) % BUFFER SIZE:
counter++;

)
J

The code for the consumerproeess can be modified as follows:
while (true) {
while (counter == 0)
- /* do nothing */
next consumed = buffer[out];
out = (out + 1) % BUFFER SIZE;
counter--:

/% consume the item in next consumed */

}

Although the producer and consumer 10utmes shown above are correct separately, they may not

function correctly when executed concuuentlv
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Note that the statement *‘counter++" mayv be implemented in machine language as follows:

register] = counter

registerl = registerl + 1

counter = registerl
wh-ere registerl is one of the local CPU registers. Similarly. the statement “‘counter--” is
implemented as follows:

| register2 = counter
register2 = register2 — 1

counter = /'egis/el 2

If both the plOdUCEI and consumer attempt to update the buffer concmrently ‘the assembly language
statements may get interleaved. Interleaving depends upon how the proaucer and consumer

ploceqses are scheduled.

Assume counter is initially 5. One interleaving of statements is:

producer: registér] = counter (register] = 5)
producer: registerl = registerl + 1 (register] = 6)

~ consumer: reolsterz = counter (register2 = 5)

consumer: register2 = register2 — 1 (regis/er2's 4)
producer: counter = registerl (counter = ()
consumer: counter = register2 (counter =.4)

The value of count may be either 4 on6, " where the correct result should be S.

Race condition: The situatiénwwhere several processes access — and manipulate shared data
concurrently. The final valueofithe shared data depends upon which process finishes last.

To prevent race conditions. concurrent processes must be synchronized.

2. The Critical-Séction Problem

Consider atsystem consisting of n processes {P0. P1. ... . Pn—1}. Each process has a segment of
code.called a critizal section, in which the process may be changing common variables, updating a
tabley.writing 4 file, and so on. The important feature of the system is that, when one process is
executing in its critical section, no other process is allowed to execute in its critical section. That is,

no two processes are executing in their critical sections at the same time.

The critical-section problem is to design a protocol that the processes can use to cooperate. Each

process must request permission to enter its critical section. The section of code implementing this
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request is the =+ - i > critical secti ay be
Jues! . The critical section may be followed by an #vis wi+#ie - The remainine

code ix the
The general structure ot a typical process Pi is
do {

cnbru section I

critical section

E{?\_‘ia‘ sectivi
remainder section

Fawhile (true);

A solution to the critical-section problem must satisfy the following three requisements:

.. Mutual exclusion. [f process Pi is executing in its critical section. ther no other processes can be
executing in their critical sections.

7 Progress. If no process is executing in its critical section andwgome processes wish to enter their
critical bsecti(_)ns‘ then only those processes that are not exeeulifie in their remainder sections can
participate in deciding which will enter its critical seétion next, and this selection cannot be
postponed indefinitely.

3. Bounded w:iiting. There exists a bound? or limit, on the number of times that othér processes are
allowud 10 enter their critical sections aftéia procéss has made a request to enter its critical section

and belore that request is granted.

Two ‘general approaches are used to handle critical sections in operating systems:

op ctive K ol andN prremptive kernels. A preemptive kernel allows a process to be
preempted while it is Fuhning in kernel mode. A nonpreemptive kernel does not allow a process
running in kernel mode to be preempted; a kernel-mode process will run until 1t exits kernel mode,

blocks. or voluntarily yields control of the CPU.
3. Synchronization Hardware
Generally any solution to (he eritical section problem requires lock.
do {
acquire lock
critical section
' release lock |
reminder section

{while (1):
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Race conditions are prevented.

The critical-section problem could be solved simply in a single-processor environment if we couly
prevent interrupts from occurring while a shared variable was being modified. In this way. we could
be sure that the current sequence of instructions would be allowed to execute in order without
preemption.  Unfortunatelv. this solution IH not as feasible in a multl processor environment,
Disabling interrupts on o multiprocessor can be llmc u)nsmnnw. since the message i1s passed to all
the processors. This message passing delays entry into each critical section, and system efficiency
decreases s ' '

Two types of instructions are 1 test and set() 2. compare and swap()

—m——1 he-dciinition of the test and set() inStruction —— e

oooclean test_and setibocliearn =Target) )
boolean rv = *target;
*target = true;

return rv;

Mutual-exclusion implementation with test and set()«

do { )
while (test_and_set(&loclk))
;. A* do nothing =/
4 critical section */

lock = false;

/* remainder section */
} while (true);

The definition of thetcotnpare and swap() instruction.

int compare.and_swap(int *value, int expected, int new.value) |{

- it temp = *value;
. [}
if (*value == expected)
*value = new_value;

return temp,

Mutual-exclusion implementation with the compare and swap() instruction.

do
while (compare_and_swap(&lock, O, 1) != 0)
/# do mothing */

H
/+ critical section */
lock = O3

/+ raemainder seaction */

} while d(true);
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4.Semaphores

A

S is an integer variable that. apart from initialization. is accessed only through two

standard atomic operations: wait() and signal().

The wait() operation was originally termed P : signal() was originally called V .

The dcfinition of wait() is as follows:

wait(S) ¢
while (S <= 0)
5/ busy wait
S--3

$

The definition of signal() is as follows:

signal(§) |
S++;

/

Two Typcs of Semaphores

1.

2

Counting semaphore — integer value can range over an unrestricted domain.

Binary semaphore — integer value,can range only between 0 and 1: can be simpler to

“implement.

Counting semaphdres inifialized 1o the number of resources available. Each process that
wishes to use a /fesource performs a wait() operation on the semaphore (thereby
decrementing the cotnt). When a process releases a resource, it performs a signal()
operation (incrémenting the count). When the count for the semaphore goes to O, a?l
resourceseare beinge used. After that. processes that wish to use a resource will block until

the cowntbecomes greater than 0.

Use semaphores to solve various synchronization problems. Fqr example, consider two

coneurrently running processes: P1 with a statement S1 and P2 with a statement S2. Suppose we

réquirc that S2 be executed only after S1 has completed. We can implement this scheme readily by

[ are ac e «¢ synch, initialized to 0.
letting /1 and P2 share a common semaphore 8y ¢

[n process 1. we insert Lthe statements

Sl .

signal(synch);

In process P2, we insert the statements

wail(synch):

S2; .
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Because synch is initialized to 0. P2 will execute S2 only after 1 has invoked signal(synCh). W,
is after statement ST has been executed.
we define a semaphore as follows:
typedef struct /
int value;
struct process *list:
/ semaphore;
Each semaphore has an -'integer value and a list of processes list. When a prdcess must wait on a

semaphore, it is added to the list of processes. A signal() opelatlon renioves one process. from the
list of waiting processes and awakens that process.

. -
Now, thewait () <om, aphore operation can be defined a-

~Zlil S=lalilri= =2

5->vaiue-—;
if (S->value < 0) {

add this process toS- >list;
block();
1

f

signal () semaphore operation dan e defined as
signal (semaphore =*3) {

S->value++;

if (8- >Value <= 0) {

remevea process [? from S->list;
wakeup (P) ;

The block() operatien suspends the process that invokes it. The wakeup(P) operation resumes the

execution of a blocked process P. These two operations are provided by the operating system as
basic system, calls. '
Critical'Scetion of n Processes
Shared data:
semaphore mutex; //initially mutex = 1
Process Pi:
do {

wait(mutex);
critical section

signal(mutex);
remainder section
. } while (1);
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Deadlocks and Starvation

Deadlock — fwvo ar Mmore processes arc waiting indefinitely for an event that can be caused by only

one of the nalling progessas.

Let S and Q be two semaphores initialized to 1

Pq P
wait(S); wait(Q);
wait (Q); wait (S);
signal(S);  signal(Q);
signal(Q); signal(S);
SuppOm that PO executes \\f'ut(S) and then P1 executes \\au(QJ \\ hen P( utes wait(Q). it must

wait until P1 executes signal(Q). Similarly. when P1 executes. walt(S); it must wait until PO
executles signal(S). Since (hese signal() operations cannot be executed; P0’and Pl are deadlocked

Starvation — indefinite blocking. A process may never bevfemoved from the semaphore queue in

which it is suspended.
Priority Inversion

A scheduling challenge arises when a higher-priority p1ocess needs to read or modify kernel data
(hat arc currently being accessed by\a Jjower-priority - process—-or a chain of lowe1 -priority
processes. Since kernel data are typically protected with a lock. the higher- pnonty process will
have to wait for a lower-prioity one to finish with the resource. The situation becomes more
complicated if the lowerspriouity plocess is preempted in favor of another process with a higher
priority. _

An example. agsumewe have hree processes—L. M. and H—whose priorities follow the order L <
M < 1. Assdme that process H requifes resource R, which is currently being accessed by process L.

Ordinarily, process H would wait for L to finish using resource R.

However, now suppose that process: M becomes runnable, thereby preempting process L. Indirectly,

a process with a lower pr:o|'lly——pmcessM—lns affected how long process H must wait for L to

relinquish resource R.

This problem is known as priority inversion. It occurs only in systems with more than two

priorities. Typically these systems solve the problem by implen nenting a priority-inheritance

protocol. According to this protocol, all proccsses that are accessing resources needed by a higher-
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priority process inherit the higher priority until they are finished with the resources in quegy,
When they are finished. their priorities revert to their original values.

in the example above: a priority-inheritance protocol W ould allow process L to temporarily inherit
the priotity of process H. thereby preventing process M from preempting its execution. When

process L had finished using resource R, it would relinquish its inherited priority from H and

“assume its original priority. Because resource R would now be available, process H—not.M—

would run next.
5.Classic Problems of Synchronization

1.The Bounded-Buffer Problem

_The producer and consumer-processes share-the following data structures: T

= v

ALl L,

Semapnors mus € = L
semaphore empty. = I35

semaphore full =10

We assume that the pool consists of n buffers, each capable of holding one item. The mutex
%emaphore provides mutual exclusion for accesses {0 the buffer pool and is initialized to the value

. The empty and full. qem"tphmes count theanumber of empty and full. buffers. The semaphore
empty is initialized to the value n; the semaphore full is 1111t1ahzed to the value 0.

The structure of the producer process

do }
/* produce an item in rext_produced */

wait{empty);
wait(mutex) ;

/+ add next_produced to the buffer */
signal (mutex);

signal(full);
} while (true);

The structure of the consumer process.

do {
wait (full);
wait (mutex) ;

/* remove an item from buffer to next_consumed */

signal (mutex);
signal(empty);

/# consume the item in next_consumed */

\ while (tTued;
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2.The Readers—Writers Problem

Suppose that a database is to bhe shared among several concurrent processes. Some of these

pracesses may want only teoread the database whereas others may want 1o update (that is. to read

and write) the database. We distinguish between these two types of processes by referring to the

former as readers and to the latter as writers. Obv10usly, if two readers access the shared dat4

simultaneously, no adverse effects will result. However, if a writer and some other process,(either a

reader or a writer) access the database simultaneously.

l'o ensure that these dilliculties do not arise. we require that the writers have exclusiVe access to the

shared database while writing to the database. This synchronization problém'is referred to as the

readers—writers problem.

'I:."lwa?}'_\;f-rEz—klas_:»_vfi’Er?Bﬁﬁlem.'1'equ—ires that no rea_déf"b?k.ept waiting unless a writer has
aiready obiained permission to use ihe shared object. In othér™a dtds. no reader should wait for
other rcaders to finish simpl‘y because a writer is waiting. .
he second readers— writers problem requires that, once a‘writer is ready, that writer perform its
write as soon as possible. In other words, if a writer s waiting to access the ob]ect no new readers
may start teadmo |
A solution to either problem may 1esult in, starvation. In the first case writers may starve; in the
second case, readers may starve.
In the solultion to the first readers—writers problem, the reader processes share the following data
structures: .

Semaphore: rwmutex = 1:

semaphotes mutex = 1; =

int tead count = 0;
The semaphtrése<mutex and rwmutex are initialized to 1: read count is initialized to 0. The
samapharc rwmutex is common to both reader and writer processes. The mutex semap;hore is used
to ensure mutual exclusion when the variable read count is updated. The read count variable keeps
track ol how many processes are currently reading the object. The semaphore rw mutex functions
as a mutual exclusion semaphore for the writers.
The code for a writer process is

do {
wait (rw_mutex) ;

/+ writing is performed */

signal (rw_mutex) ;
} while (true);
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the code for a reader process is

do {
waitimutex);
read_csunt++t: .
if (read_count == 1)
wait (rw_mutex);
signal (mutex);

/* reading is'pw;formed'*/ \

wait (mutex);
read_count--; .
if (read_count == 0)
signal (rw.mut:x);
signal(mutex);
} while (true);

3.The Dining-Philosophers Problem
Consider five philosophers who spend their lives thirking and cating,”The philosophers share a
circular table surrounded by five chairs. each belonging to“gne, philesopher. In the center of the

table is a bowl of rice, and the table is laid with five singlexchopsticks

Figure :The situation of the dining philosophers.

When a philosoplier~thinks, she does not interact with her colleagues. From time to time, a
'philosopher getsyhungry and tries to pick up the two chopsticks that are closest to her (the
chopsticks that are between her and her left and right ncighbours). A philosopher may piek up only
one.cliopstick at a time. Obviously. she cannot pick up a chopstick that is already in the hand of a
fieighbor. When a hungry philosopher has both her chopsticks at the same time, she eats without
releasing the chopsticks. When she is finished eating she puts down both chopsticks and starts
thinking again

The dining-philosophers problem is considered a classic synchronization Problem It is a simple
representation of the need to allocate several resources among several processes in a deadlock-free

and starvation-free manner.
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One simple solution is to represent each chopstick with a semaphore. A philosopher tries to grab.a

chopstick by executing a wait() operation on that semaphore. She releases her chopsticks by -

evecuting the signal) oneration on  the appropriate semaphores. Thus. the shared data are

U H BRI chn]‘mi'i\_‘i\i > 1
The structure of philosopher i is .
do { ‘
wait(chopstick[il);
wait(chopstick[(i+1) % 5]1);

/* eat for awhile */

oléhal(\hO}ctlLb[l])
- 51gnal(chopst1ck[(1+1) % 51

/* think for awhile */

Although this solution ﬂuarahtees that no two neighboursare caling.simultaneously, it nevertheless

must be rejected because it could create a deadlock\Stppose that all 'ﬁve philosophers become

hungry at the same time and each grabs hel left chopstick. All the elements of chopst1ck will now
be equal to 0. When each philosopher tries to grab her right chopshcl\, she will be delayed fmevu

Scveral possible remedies to the dé'ldlock problem are 1'eplaced by:

Allow at most four philosophers to be sitting simultaneously at the table.

< Allow a philos@her to pick up her'ehopsticks only if both chopsticks are available (to do th1s she

must pick them up in a critical'section). A

. Use an asymumetric s@lution—that is, an odd—numbelcd philosopher picks up first her lett

chopstick and then her right chopstick, whereas an even numbered philosopher plcks up her right

chopstick and then her left chopstick.

6. Monitors
Some of the problems of semaphore are
« Suppose that a process interchanges the order in which the wait() and signal() operations on
the semaphore mutex are executed, resulting in the following execution:

signal(mutex);
critical section

a1t(mutex)

In this. situation, several processes may be executing in their critical sections simultaneously,
violating the mutual-exclusion requirement.
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« Suppose that a process replaces signal(mutex) with wait(mutex). Thatis. it executes

wait(mutex).
critical section

walt(mutex);
In this case. a deadlock will oceur.

- Suppose that a process omits the wait(mutex). or (he signal(mutex). or both. In this case, either
mutual cxclusmn is violated or a deadlock will occur
monitor-High-level synchronization construct that allows the safe sharing of an abstract data type

among concurrent processes

monitor nroaitor cnrne
;
\

/#—shared-variable declarations ot f g e e

functicn Pr ( . . . ot |

functien P2 ¢ . - - O {,

H

~

function Pn
b
initialization_céde W - - - > {

¥

3
To allow a process to wait within the monitor, acondition-variable must be declared, as
condition x, y;
Condition variable can only be used with the operations wait and signal.

The operation x.wait();

means that the process \invoking this operation is suspended until another process invokes

x.signal();

The x.signal operation resumes exactly one suspended rocess. It no process is suspended, then the

signal operation’has no effect.
Schematic view of a monitor.

anuy qunuu ,(') {y

S,

e — e

AT GE a2 ..
shared dawn \/\__,

\
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A prozrammer who needs (o write a tailor-made synchronization scheme can define one or more
variables of type condition:
condition X, ¥;

Monitor with condition variables

T
BINEY g /-Jﬁ/’

s e :h/\ Jop
ahnved datn T oA
el elatay G
auote e associatad with [ /X eef}eC0) =0 ~
X, v aondinions L, y —3-E- '\

\ aparations

initiatization
PETeTRIEY Lo’

. Dining-Philosophers.Solution .Using Monitors

monitor dp

'
L}

enum {thinking, hungry, eating} state[5];
condition self]S]:

void pickup(int i) - // followingsslides
void putdown(int 1)  // following slides
void test(int1) // following slides’

void init() { .
for (inti=0;1<35;i++)
state[i] = thinking;

1
f

void pic’kup(int 1) {
state[i] = hungry;
test[i];
if (statefi] = eating)
selfi].wait();
J ' 4 \
void putdown(int i) {
state[i] = thinking:
// test left and right neighbors
test((i+4) % 5);
test((i+1) % 5);

i
f

- void test(int 1) { .
if ((state[(1 +4) % 5] 1= eating) &&

. (state[i] == hungry) &&
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(state[(i + 1) % 3] 1= eating)) 1
state|i] = cating:

seli[i].signal();

——

;
Monitor Implementation Using Semaphores
e Variables
semaphore mutex; // (initially =1)

semaphore next; // (initially =0)

int next-count = 0;

SIS SR e

« [Lach external procedure F will be replaced by

wait(mutex):
body of F;

il (next-count > 0)
signal(next)
else _
. signal(mutexy);
e Mutual exclusion within a moniter is‘ensured.

e For each condition variablexywe have:
semaphore xzsem: 4 (initally = 0)
int x-count =4,

The operationX.wait can be implemented as:

X-countt+;
if (next-count > 0)
signal(next);
clse
signal(mutex); )
wait(x-sem);
x-count--;
e The operation x.signal can be implemented as:
if (x-count > 0) |
next-countt+; :
signal(x-sem);
wait(next);
next-count--;

.- ~wnfacenr
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Deadlocks

In a multiprogramming environment. several processes may compete for a finite number of
resources. A process requests resources; it the resources arc not available at that time. the process
cnters a waiting state. Sometimes, a waiting process is nevel again able to change state, because the
resources it _has requested are held by other waiting processcs. This situation is called a deadlock.

A set of blocked processes each holding a resource and waiting to acquire a resource held by

another process in the set.

Example :
System has 2 tape drives. ‘
Py and P each hold one tape drive and each needs another one.

“Example A T 4 I
sémaphores A4 and B. iniualized 10 |

Py P
il (.I};' wirt )
wail (B); ‘ 1-!-’(!1.1(/])‘

1.System-VModel
A system consists of a finite number of resources'to be distributed among a number of competing
processes. The resources may be partitioned into several types each consisting of some number of
identical instances. CPU cycles, . files,%and 1/O devices (such as printers and DVD drives) are
examples of resource types.

A process must request a resource before using it and must release the resource after using it. A
process may request as, many resources as it requires to carrv out its designated task. Obviously. the
number of resourc®s weyucsted may not exceed the total number of resources available in the
system. - .
Under thewnotmal mode of operation, a process may utilize a resource in only the following

sequence:

i “Request. The process requests the resource. If the request cannot be granted immediately (for

example, if the resource is being used by another process), then the requesting process must wait

until it can acquire the resource.

2. Use. The process can operate on the resource (for- example, if the resource is a printer, the

.proééss cah print on the printer).

3. Release. The process releases the resource.
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2. Deadlock Characterization

In a deadlock. processes never finish executing. and system resources are tied up. prevenﬁng Ot
jobs from starting. |

2.1 Necessary Conditions

A deadlock situation can arise if the following four conditions hold simultaneously ina. system-

. Mutual exclusion. At least one resource must be held in a non sharable mode; that is, only one
process at a Ume can use the resource. I dnothel process requests that resource. the requesting -
process must be delayed until the resource has been released.
>, Hold and wait. A process must be holding at least one resource and waiting to dcquire additional

resources that are cuuemly being held by othel plocesses

No pr Lcmptlon Resources cannot bc pr ecmpted thal is. a resouwrcéwcan be released only
voiuntarily by the process holding it. arter that process has comp‘dcd 118\ TASK.
4, Circular wait. A set {P0, P1, ..., Pn} of wa1t1ng processes mugt-exist such that £0 is waltmg for
a resource held by P1. P1 is waiting for a resource held by R2.*... Pn—1 is waiting for a resource

held by Pn, and Pn is waiting for a resource held by PO.

2.2 Resource-Allocation Graph

Deadlocks can be described more preciselyhin terms of a directed graph called a system resource-
saeniion graph. This graph consists,ofia set of vertices V and a set of edges E. The set of vertices
Vis partitioned into two different'types of nodes: P = {P1. P2. ... Pn/. the set consisting of all the
active processes in the system, and R E {R1.R2. ..., Rm/. the set consisting of all resource types in
the system. ' |

A directed edge fromyprocess Pi to resource type Rj is denoted by Pi — Rj; it signifies that process
/’/ has ucquestcd an‘instance of lesomce type Rj .A directed edge from resource type Rj to Process

Pi is denafediby Rf — I’z it significs that an instance of resource type Rj has been allocated to

processPi.

A directed edge Pi — Rj is called a request edge; a directed edge Rj — Pi1s called an assignment

, . e e ~ R as * anoile.
1o, Pictorially, we represent each process Pi as a circle and cach resource type Rj asa rectangle

. warecent each such 1 as a dot
Since resource type Rj may have more than one instance, We represent each such instance as ¢

within the rectangle.
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The resource-allocation graph example is

AR
& ® ®

If the graph contains no-cycles, then no process in the system is deadlockedy If the graph does
contain a cycle. then a deadlock may exist.

Resource-allocation graph with a deadlock

Suppose that process P3 requests an instance of resource type R2.+Sifice no resource instance is

currently available, we add a request edge P3—R2 to the graph, At this point, two minimal cycles
exist in the system:

Pl — Rl — P2 — R3 = 3 — R2 — P|
P2 — R3 — P3 — R2 — P2

P1"oces$¢s P1, P2, and P3 are deadlocked. Process P2 is waiting for the resource R3, which is held

by process P3. Process P3 is waiting foreither process P1 or process P2 to release resource R2. In
addition. process P1 is waiting forproeess P2 to release resource R1

@{ ) >,

Ra
Resource-allocation graph with a cycle but no deadlock
Pl — Rl — P3 —» R2 — Pl
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3.Methods for Handling Deadlocks . E
\Ve can deal with the deadlock problem in one of three ways:

- We can use a protocol to prevent or avoid deadlocks. ensuring that the system will never enge, s
deadlocked state.

- We can allow the system to enter a deadlocked state. detect it. and recover.

- We can ignore the problem altogether and pretend that deadlocks never occur in the system.

4.Deadlock Prevention

For a deadlock to occur. each of the four necessary conditions must hold. By ensuring that at least

_ oneof these_COQditiQnS,,caxnlot hold, we can prevent the occurrence of a deadlock

1.Mutual Exclusion |
The mutual exclusion condition must hold. That is, at least one resource must be Non-sharable.
Sharable resources. in contrast. do not require mutu_ally exclugive” dccess and thus cannol be
involved in a deadlock. Read-only files are a good example of a sharable resource. If several
processes attempt to open a read only file at the same time, they can be granted simultaneous access -
to the file. however, we cannot prevent d_eadlbcks by denying the mutual-exclusion condition,
because some resources arc intrinsically non-sharablé.
2.Hold and Wait

" To ensure that the hold-and-wait condition never occurs in the system, we must guar antee that,
whenever a process requests a resoutce,’it does not hold any other resources.
One protocol that we can use requires each process to request and be allocated all its resources
before it begins execution.
An alternative protoc6l allows a process to request resources only when it has none. A process may
request someresourees and use them. Before it can request any additional resources, it must release
all the resoutces that it is currently allocated.
Both ihese protécols have two main disadvantages. First. resource utilization may be low. since
resotrees may be allocated but unused for a long period.
Second. starvation is possible. A process that needs several popular resources may have to wait

indeﬁnityely, because at least one of the resources that it needs is always allocated to some other

process.

3.No I'reemption

The third necessary condition for deadlockq is that there be no pre-emption of resources that have

. ) 4
already been allocated. To ensure that this condition does not hold, we can use the following
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protocol. If a process is holding some resources and requests another resource that cannot be
immediately allocated to it (that is. the process must wait). then all resources the process is

currently holding are preempted.

lternativelv. 1 eSS T e Same Tecaliees . £ . . i
Alternatively. if a process requests some resources. we firmt check whether they are available. [f

they are, we allocate them. If they are not. we check whether they are allocated to some other

process that is waiting for additional resources. If so, we preempt the'desired resources from the
waiting process and allocate them to the requesting process. If-the resources are neither available
nor held by a waiting process. the requesting process must Wait. |

4.Circular Wait

Impose a total ordering of all resource types, and require that each process, requeésts resources in an

increasing order of enumeration -——————- I , ‘&
To illustrate. we let concider R=/R1.RD. __Rm? he the ser of resodffee mipes. We assign to each
resource type a unique integer number, which allows us to compafe tworfesources and to determine
whether one precedes another in our oxdeung
FFor example. if the set of resource types R includes tape diives, disk drwes and printers, then the
function /- might be defined as tollows:

F(tape drive) =1

F(disk drive) =

F(printer) = 124 .
We can now consider the f'ol]owingprotocol to' prevent deadlocks: Each process can request
resources only in an increasing ofder of enumeration. That is. a process can initially request ahy
number of instances ofia tesource type—say, Ri. After that. the process can request instances of
resource type Ry if and only if F(&/) > F (Ri).

A process that wants to use the tape drive and printer at the same time must first request the tape
drive and thien request the prigter

s«Deadlock Avoidance

Require additional information about how resources are to be requested. Simplest and most useful
model requires that each process declare the maximum numher of resources of each type that it may
need. The deadlock-avoidance algorithm dynamically examines the resource-allocation state to
ensure that there can never be a circular-wait condition.
Resource-allocation state is defined by the number of available and allocated resources, and the

maximum demands of the processes.
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5.1 Safe State

Y iate allocation leave
When a process requests an available resource. system must decide if immedia ;

the system in a safe state.

A System is in safe state if there exists a safe sequence of a“ processes.
Sequence <Py Pa. ... P> is safe if for each Pi. the resources that i can still. request can be
satisfied by currently available resources + resources held by all the ;. with j</.

If P; resource needs are not immediately available, then P, can wait until all 7, have finished.

When P; is finished, P; can obtain. needed resources, execute, return allocated resources, and

terminate.

My ST § aQ . M ite mendar '
When 7, terminates. P,.; can obtain its needed resources. and so of.
e Ifasystem is in safe state = no deadlocks.
e Ifasystem is in unsafe state = possibility of deadlock.

¢ Avoidance = ensure that a system will never enter an tmsafe state.

umpsafe

Example:

We consider a system withe tiyelve magnetic tapé drives and three processes: 0, P1, and P2.
Process P0 rcquires tentape,drives, process P1 may need as many as four tape drives, and process
P2 méy need up to nine tape drives.

Supposc thathat'time /0, process. PO is holding five tape drives. process £l is holding two tape
drives, and process P2 is holding two tape drives. (Thus, there are three free tape drives.)

Maximum Needs Current Needs

0 10 5
1 4 2
P2. 9 2

At time (0, the system is in a safe state. The sequence <P1, P0, P2> satisfies the safety condition.
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2 Resouree-Allocation-Graph Algorithm
A claim cdge Pi—Rj indicates that process i may requesl resource R/ at some fime in the future.
When process _Pz requests resource Rj. the claim edge Pi — R/ is converted to a request edge.
Similarly. when a resource R/ is released by Pi. the assignment edge Rj — Pi is reconverted, to a
claim edge Pi—Rj. | |
The resources must be claimed a priori in the system. That is, before process Pi starts executmg, all
its claim edges must already appear in the resource-allocation graph. —

Resource-allocation graph for deadlock avoidance

Now suppose that process Pi requests resourgé Rjy, The request can be 'gramted only if converting the
request edge Pi — Rj to an assignment edge 'R/ — Pi does not fesult in the formation of a cycle in
the resource-allocation graph. .

If no cycle exists, then the allocation of the resource will leave the system in a safe state. If a cycle
is found then the allocation will put the system in an unsafe state. In that case, process Pi will have
to wait for its requests t@ be satisfied.

Suppose that P2 requests R2.AlthoughR2 is currently free. we cannot allocate it to P2, since this

action will create asevele in the graph. If P1 requests R2. and P2 requests R1. then a deadlock will

occeur.

Fig: An unsafe state in a resource-allocation graph.
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5.3 Banker’s Algorithm
| - ‘- e to a resource allocation \
The resource-allocation-graph algorithm is not applicable 1o d resource alloce System
maltiple instances of cach resource type.

Several data structures must be maintained to implement the banker's algorithm. These data

structures encode the state of the resource-allocation system'. We need the following data structures,
where 1 is the number of processes in the system and m is the number of resource types:

. Available. A \’L,(,l()l of luwlh m indicates the number of availahle resources of each type. If
Available(f) equalq k. then k instances of resource type Rj are av ailable.

» Max. An n x m matrix defines the maximum demand of each process. If Max[i][j]equals & then

process Pi may.request at most £ instances of resource type Rj.

- Allocation. An n % m matrix defines the number of resources of each type ‘ewrrently allocated to ———

cach process. I Allocationiilii] equals % then provess 777 s curreniamdiiocated & instances of
resource type Rj..

- Need. An n x m matrix indicates the remaining resource need.ofeach process. If Need[i][/] equals
k, then process Pi may need k more instances of resourcértype Rj to complete its task. Note that
" Need[il[/] equals Maxll][;] Allocatlon[z][/] | |

Safety Algorithm

For ﬁncling out whether or not a system is if'a safe state.
1. Let Work and Finish be vectors of length.m and n, respectively. Initialize
Work=Available atd Finish[i|=false f01 i=0, 1. -1
2. Find an mdex i such that both
a. Finish[i] == false
b. Needi < Work
If no such 7 éxists, go to step 4.
3. Work=Waork+Allocationi
Finish[i]=true .
Go to step 2.

4.1f Finish[i|==true for all i, then the system is in a safe state.

Resource-Request Algorithm

The "t|g,onthm for determining whether requests can be safely granted.
Let Requesti be the request vector for process Pi. If Requesti |j [/]==k, then process Pi wants &
nstances of resource type kj. When a request for resources is made by process Pi, the following

actions are taken:
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It ‘Re(/uesfi < Needi. go to step 2. Otherwise. raise an error conditigh, since the process has
oveeeded s maximum claim. -
i Requesti = Available. ¢o o step 3. Otherwise. i mushail. since the resources are not
available.
2. Have the system pretend to have allocated the requested resources to process Pi by modifying the
state as follows: |
Available = Avaiiable—-Requesti;
| Allocationi = Allocationi + Requésti
Needi = Needi —Requesti,

1If the resulting resource-allocation'state. is safe, the transaction is completed, and process Pi is

--allocated-its resources: However if the new-state-is-unsafe-then-Pi-must-wait -for Requesti-and the

old resource-allocatiomstate is restored.
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6. Deadlock Detection

["asystem does not employ either a deadlock-prevention or a deadlock avoidance algorithy,_ the
deadlock situation may oceur. In this environment. the system may provide:

- An algorithm that examines the state of the svstem to determine whether a deadlock has occurreq

« An algorithm to recover from the deadlock

6.1 Single Instance of Each Resource Type

Maintain nb((it-_fO:' graph. We obtain this graph from the resource-allocation graph by removing the
resource nodes and collapsing the appropriate edges. An edge from Pi to [j in a wait-for graph
implies that process I is waiting for process £f Lo release a resource that Pi needs=An.edge Pi —P)

exists in a wait-for graph if and only if the corresponding resource-allocation giaph contains two

e T —————

edges i — Rq and Rq — Pj for some resource Rg.

Peri’\diC?_”\‘ 1 ‘0Ke EERR L PO ~ 4+ - ~ ! . . . .
N v inveke an alcorithm that searches for a cicle in the graph."An algorithm to detect 2

ole it oa or 1 e . A g2 : ) . .
Cr\d“ i a graph requires an order of n operations, where # is the.number of vertices in the graph.
(P o N\ ot T

=4

&

o :
R N
(&) ()

Figure : (4) Resource-allocation graph. (b) Corresponding wait-for graph.

Several Instarices of a Resource Type )

The wait-for graph schenie is not applicable to a resource-allocation system with multiple instances
of each Fesource type. The algorithm employs several time-varying data structures that are
Available. A vector of length m indicates the number of available resources of each type.
Allocation. An n x m matrix defines the number of resources of each type currently allocated to
each process.

Request. An 7 x m matrix indicates the current request of cach process. If Request[i][j] equals 4.

_then process Pi is requesting k more instances of resource type £/.
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Detection Algorithm

- r// g . . . ‘ ) ~ . .
L.et Work and Finish be vectors of length n and n. respectively. Initialjze

CFork=Avaiiable. For i=0. 1. . -1, it Allocation, = 0. then

Finistijij=false. Otherwise. Finish|i|=true.
Z. Find an index i such that both
a. Finish[i] == false
b. Requesti < Work
[ no such i exists. go to step 4.
o Work= Work+A-[10cati()n i

- Finish[il=true

Go to step 2:

© W Finishlil ==false tor some i 0<i<n. then the svstem i< in 2 degadlacked state. Moreover. if

Finish{i] == false. then process Pi is deadlocked.

Example:

We consider a system with five plocesses PO throughvP4%and three resource types A, B, and C.
‘Resource type 4 has seven instances, resource type B'hasdwo instances, and resource type C has six

instances. Suppose that, at time 70, we have thefollowing resource-allocation state:

Allocation N Request  Available

ABO ABC A BC
! Pa QL N/ 000 000
Py oo 202
RS 3073 000
LY o211 100
e, 002 002

We claim that the system.is not in a deadlocked state. Indeed. if we execute our algorithm, we will

' find that the sequence <P0. P2, P3, Pl, P4> results in Finish[i] == (rue for all i.

Suppose nowsthatprocess 2 makes one additional request for an instance of type C. The Request
matrix is'modified as follows:

Recguest

ABC
Pq 000
Py 202
A 000
[~ I O
Iy 00D

We claim that the system is now deadlocked. Althouuh We claim that the system is now
/( 1 re IC
deadlocked. Although we can teclaim the resources held by process PO, the number of availab
L . exists,
resources is not sufficient to fulfill the requests of the other processes. Thus, a deadlock ex

consisting of processes 1. 2. P3. and P4.
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Detection-Algorithm Usage :
When should we invoke the detection algorithm? The answer depends on two factors:

How often is a deadlock likely to occur?

How many processes will be affected by deadlock when it happens?
If deadlocks occur frequently, then the detection algorithm should be invoked'frequently. Resources
allocated to deadlocked processes will be idle until the deadlock can be broken. In addition, the

number of processes involved in the deadlock cycle may grow.

7. Recovery from Deadlock

7.1 Process Termination

To eliminate deadlocks by aborting a prbCé;SmS;,"V&-f‘é use one of two methodsy, In"both methods, the _—
system reclaims all resources allocated to the terminated processes.
e Abort all deadlocked processes.
o Abort one process at a time until the deadlock cycle is chininated.
Many factors inay affect which process is chosen, including?
o What the priority of the process is
e How long the process has computed and how much longer the process will compute before
completing its designated task
e How mahy and what types of tesources the process has used (for example, whether the
resources are simple to preéenipt) ‘
« Fow many more resofirées'the process needs in order to complete
¢ How many processeswill need to be terminated

e Whether the process is interactive or batch

7.2 Resourge Preemption
To eliminate deadlocks using resource preemption, we successively preempt some resources from
processes and give these resources to other processes until the deadlock cycle is broken.
[fprecmption is required to deal with deadlocks, then three issues need to be addressed:

o Selecting a victim — minimize cost.

o Rollback — return to some safe state, restart process for that.smte.

e Starvation — same process may always be picked as victim, include number of rollback in

cost factor
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